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DragonWAF Web Server Application Firewall

DragonWAF adopts a filtration technique to analyze hidden threats
inside application layer of the web server, protect loss of important data.
The malicious attacks against IIS Web Server are detected, recorded and
filtered by DragonWAF from the source, Dragon WAF records dates,
attacker IP, attack patterns into a “diversified graph” analysis, facilitate

better control on IIS Web Server security management.

DragonWAF Web Application Firewall fulfills

“Strengthened Security, Intrusion Prevention, Penetration Protection,

Anti-Tampering”, shape new value on web security.

Intrusion Identification Technology including:
® SQL Injection

Buffer Overflow

HTTP Response Splitting

Encoding Attack Prevention

Keyword Strings Filtering

Directory Traversal Prevention
Directory Indexing Protection

Customizable Warning Message

More....coming soon
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DragonWAF — Best Entrepreneurial Web Server Protection

Solution

Over the years, frequent use of websites to spread information
symbolize enterprise image significantly. The use of firewalls to combat
against malicious intrusion and digging web vulnerability that cause
website malfunction, loss of transaction records, customer information,
bank records, web defacement, denial of service, phishing, botnet...is

basic and common in web security.

In order to remedy what ordinary firewalls signature-based task on
non-application layers, a specialized firewall for web site protection is
formulated — WAF (Web Application Firewall).

DragonWAF strengthens overall website security in terms of “Website
Protection” and “Filter Malicious Signature Patterns”, blocks known
and unknown vulnerability attacks taking place on Web Servers, records

malicious requests. It is your most powerful website protector.
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System Requirements :

Processor - Intel Pentium 4 Celeron and above (No support 64 bit)
Memory : 1 GB and above

Hard Disc : 40 GB and above

Installation Device : CD / DVD ROM

Network : High-speed Ethernet Network Card / Wi-Fi Network
Card

Firewall settings : Opening port 80 to 2-way traffic

Software Requirements :
Operating Systems : Windows 2003
IIS Versions : IIS 6
Web Browsers : IE 6.0 and above, FireFox 3.0 and above.

Correspondence Table of MS O.S. and IIS Versions
Operating Systems MS-IIS Versions

Windows 2003 / 2003 R2 IIS 6
Windows Vista / 2008 IS 7
Windows 2008 IIS7.5
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DragonWAF Pre-install Check

Just before DragonWAF installation, please check following IIS
configuration for optimal state of web site security.

(Please make sure you remove other earlier DragonWAF versions

before install a new one.)

1. DEP (Data Execution Prevention) check in operating system.
2.  Web Service Extensions (All Unknown ISAPI)

3. IIS Domains Check

4. 1IIS 5.0 Isolation Mode Check
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1. DEP (Data Execution Prevention) Setting in Operating

System

Right click “My
Computer”, choose

“Properties”.

Find “Settings” in
“Advanced” under

“System Properties”

Go to “Data Execution
Prevention”, choose
“Turn on DEP for
essential programsand

services only”.
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System Properties 21x|
Lienera Computer Name | Hardware
Autamatic: U pdates I Remote

You must be logged™sg a= an Administrator bo make mozt of these changes.

~ Performance
[y uzage, and virtual memory

Seftings |

Visual effects, processor scheduling,

~ User Profiles

Dezktop settings related to your logon

Settings |

— Startup and Recovery

Sustem startup, spstem failure, and debugaing information

Settings |

Error Reporting |

Enwironment Y ariables |

,TI Cancel | Apply |

Performance Options

Visual EFfects | Advanced Data Execution Prevention |

' Turn on DEF For essential Windows programs and services
only

[ata Execution Prevention (DEP) helps protect
against da &s and other security
threats, H :

" Turn on DEF For all programs and services except those 1
select:




2. Web Service Extensions Check

Find “Web Service Extensions” in “Internet Information Services (IIS)
Manager” as following:

Administrator @] Certification Authority

= e .} My Computer 5y Cluster Administrator
@ Component Services

=
@ / Windows Explorer = g .
] 4 Configure Your Server Wizard

Dﬂ Control Panel * ‘g Compuker Management

Data Sources (CDBC)

Command Prompt Distributed File System

g' Printers and Faxes

—
@ Hobepad .’_)) Help and Suppart
e" Internet Information /_) Search

Services (115) Manager

Event Viewer

Licensing
:  |Manages 113, the web servel
Local Security Policy |sjres,

G
£
(5 Inkernet Informatio
&
=

1 7] Run... fl Manage ‘Your Server

Ig Paint % Microsaft .NET Framewark 1.1 Configuration
e Microsaft MET Framework 1,1 Wizards

\% \C,voi;;L?jure HEUFEAE g Metwork Load Balancing Manager

@ Performance

g Internet Explorer E:a Remote Desktops

E Routing and Remote Access
All Programs % Services

TEI Terminal Server Licensing
Log OFf @ Shut Down

,, Terminal Services Configuration

ILEStart J @ Q ] F Terminal Services Manager

Locate “All Unknown ISAPI Extensions” under “Web Service
Extensions”, Allow the service by clicking “Allow” button in the
middle of the screen.

'ﬁ Internet Information Services (II5) Manager i 5

U‘! Fle Action Miew ‘Window  Help

&= | BEE|2E|2]r 50

P_g Internet Information Services B Wweb Service Extensions
[=-% | D-TESTZ003 (local computer)

| Application Pools

' | Web Service Extension I Status

1 xa: iites. n— _______.-—-———_____\ “F 8l Unknown CGI Extensions Prohibited
- eh Service Extensions A

Al FE R, all L
e [®] Active Server Pages Prohibiced
ﬂ @ Internet Daka Conneckor Prohibiced
Braperties @ Server Side Includes Prohibited
WebDayY Prohibited
Tasks
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3.

11S Domains Check

This is to ensure all domains are listed on IIS for DragonWAF to extract
for activated protection.

Find “Web Sites” in
“Internet Information

Services (IIS) Manager”,
right click on “Properties”.

Under “Web Site” tab,
make sure domain
name is given to
“Description”. This
will appear in
DragonWAF website
protection windows.

You may add more
domains here before
DragonWAF could
offer protection.
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!: Internet Information Services (I15) Manager
":] File  Action Mew Window Help
= |AE XFDRB 2EE|) m
?, Internet Information Services Tame | path
E|---"£.I D-TEST2003 {local computer) | | indes.html
(#_| Application Pools
[=l-_) Web Sites
G- .z Explore
_J WebBervice  Open
Petrissions
Erowse
Start
Stop.
Pause
Mew 3
All Tasks 3
Wiew 4
Mew Window From Here
Delete
Rename
Refresh
Export List...
Opens the properties dial
Help g
www.dragonwaf.com Properties il |

Docurments |

Directary Security I
Web Site

HTTP Headers I
Petformance I

ISAPIFiters |

Custom Errors
Home Direckary

—Web site identification

Drescripkion:
IP address: I(AII Unassigned) j Advanced... |
TCF port: ISD S5L pork: I

[~ Connections

Copneckion timeout: | 120 | seconds

V¥ Enable HTTP Keep-alives

—I¥ Enable logging

Active log Format:

|W3C Extended Log File Format

j Properties... |




4. 11S 5.0 Isolation Mode Check

This is to ensure DragonWAF does not run under IIS 5.0 mode at all
instead of IIS 6 that could affect certain IIS performance.

Find “Web Sites” in “Internet Information Services (IIS) Manager”,
right click on “Properties”. Under “Service” tab, make sure “Isolation
Mode” is unticked, as shown in below:

T Internet Information Services (I =1

‘:g File Action ¥iew Window Help |;|i|_

e = | AW EFRR 22 50

f’_g Internet Information Services Description | 1dertifier Skate | Host header ve

& ‘_‘fﬂ D-TEST2003 {local computer) v draganwiaf,com 1504558003 Running v, dragor
[#-__) Application Pools awww.drannncnrllriru.rnm 1AIZO7ANAEN Riinninn

Wb Sites Weh Sites Properties 2|
g, dragonwal, oo
-8 v, dragonsecuril Wb Site I Performance I Documents |
[ _J ‘Weh Service Extension Directary Security HTTP Headers I Custam Errars Service

Pl

I~ Isolation mode "*,

I Pun W service in 115 5.0 jsolation mode!

—HTTP compression

[~ cCompress application files

™ Compress static files
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Installation and Registration

1. Run InstallShield Wizard 2. Welcome

DragonWAF for 1IS 6 Trial - InstallShield

ard

InstallShield

Welcome to the InstallShield Wizard for

Preparing to Install... =
DragonWAF for IIS 6 Trial

DragonWAF For 115 & Trial Setup is preparing the
Installshield Wizard, which will guide you through the
program setup process. Please walt,

The Installshisid(R) Wizard wil install DragontWAF For 115 6 Trial
on your computer. To continue, click Next.

WARNING: This program is protected by copyright law and
intet nal treaties,

Decompressing: DraganwWaF for 115 6 Trial.msi

[ EaReel

Cancel

3. End-user License Agreement 4. Select destination folder

DragonWAF for IIS 6 Trial - Installshield Wizard x| DragonWAF for IIS 6 Trial - InstallShield 3 x|
License Agreement Destination Folder G.]
Please read the Following license agresment carsfully. Click Next ko install to this Folder, of click Changs ko inskall to a diffsrant Falder, /

D nSofi D nWAF Beta End-User License ement ﬂ G Install DragonAF for IIS 6 Trial to:

C:iFrogram FilesiDragonsoftiDragontWaF Trial| e

Ta all users: Before wing the softwars "DragonWAF” (heteinafler reforred to s the "Software”),
[please read this legal end-user license agresment (hereinafier reforred to as the "Agreement”).

By pressing the "Agree” button in the End-User License Agreement window, it means that you
("Vou" means the individual or legal person to whom nses the Softwaze) aee 1o be a party to this

[ greement and bound by this Agreement. If you do not agree to be bound by any texm or

|condition of this Agresment, pleass click the button on behalf of Four dissent, exit the istallation ¥ |

+ T arcept the terms in the licanse agreemant. it

€ 1donot accept the kerms in the license agreemant

InstallShield Instalstield

<Back | et > I Cancel | < Back | figxt s I Cancel
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5. Confirm to start installation 6. Installing

DragonWAF for IIS 6 Trial - InstallShield

DragonWAF for I15 6 Ti InstallShield

x|
Ready to Install the Program G.] Installing DragonWAF for 115 6 Trial

The wizard is ready to begin installation. The program features you selected are being installed,

Click Install to begin the installation. Please wait while the InstallShield Wizard installs DragonWaF for 115 & Trial.

This may taks several minutes.

IF you want ko review or changs any of your installation settings, click Back, Click Cancel ko
exit the wizard. sy
atus:

Copying new files

InstallShield Installshield

Canicsl | < Back Iext > | Cancel |

= Back

7. Service installed successfully 8. Finished installation

2 DragonWAF for 15 6 Tri

Installing Dragon¥AF for IIS 6 Trial InstallShield Wizard Completed

The program features you selected are being installed,

:\sase Wat\tklt;hﬂe the ‘Ins_ta\Fh\E\d Wizard installs Dragon'WaAF for 115 6 Trial. The InstallShield Wizard has successfully installed DragonwiaF
is may take several minutes. Far IIS & Trial, Click Finish to exit the wizard,

Status:
X
) Ferice istoled successfully 1 [~ Launch DragonWwaF fo
InstalShield
< Back e | Corcel | N I Cancel
Dragon
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Run DragonWAF program:

Three ways to launch
DragonWAF:

1: Desktop icon.
2: Startmenu icon
by Computer _3:5 via All Pr?i;arﬁs path

{ |
B’ Control Panel ' 4

-:Tng Administrative Too! .

!
‘__\( Windows Explorer

Command Prompt

[é Notepad B It e el
WS Windows Cats' g

w‘ Inkernet Inform 4 wwindows 'pdate

\\g Services (IIS)¥ —

‘ @ Ar essories 3
‘g Paint i

be Administrative Tools
@ Startup 3
Configure ¥ e
Wizar 1 g Internet Explaorer
= @ Qutlook Express
"é' BRI e Remote Assistance

) Snaglt 8 4 \r ows Server 2003 R2
f@ Dragonsoft »{fi Dragony i i R i j

. Log Off E Shut Down I

|# start | (2 & |

ﬂ Prinkers an-' Faxes

@ DragonWaF Help
ﬁ Uninstall Dragon®tAF Trial

WS @ 513

A window will pop up, asking for a domain to be protected.

[ Activate ] [ Cancel ]

o Dragon
Copyright 2009 Dragonsoft Secunty Azsociate Inc i A
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Select one to activate as default, add more in program UL

B DragoriwaF

Fratected wWebsite

A list of domains appears on starting page, you may add list up to the
limit of authorized domain counts.

File[F]  Settings(S]  LogManagement(l]) Update(U]  HelpH] [BUO

DragonwaF %)

protect your sery you perfect

RS S—
Unpratected domains list Pratected domaing list
Status
. J ‘ Protected ‘Website ‘ Status ||
Configuration s =
_ v, dragonzecurity, com
_
s —t——t B Adc
E—
—— —
p
Enable
Disable I
Register with S/N to Resiagk 1S ==
get full-feature S e t—
protection '
Subscription Registration reQiStrat%On Expired
1 ’ Full Mame ] : Serial Mumber ‘ |
% Carmpany |

Note: You must register with given S/N license key(s) to get full-feature
protection subscription from DragonSoft.
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Appendice

IIS Advance Configuration

IP Input Prevention

Most webmasters do not notice the IP input attack method,
DragonWAF provides higher web security by means of IP input prevent
setting. (Note: Except for websites that authenticate financial
transactions with other parties using IP addresses)

Go to “Internet Information Services (IIS) Manager” option as
shown in following :

AdmIHIS:rator @Ej Certification Authority

\g e 3’,5 My Cot Cluster Administrator
Component Services

s Cantrol Q Computer Management
./ windows Explorer el : ;
— 4 Configure Your Server \iizard
-u‘g adrminis Data Sources (ODBC)
- .:E_g Distributed File System
i Ptinkers —
=) Ewvent Yiewer

A% _omimand Prompt

—
@ Motepad =< t Internet Infarmation ) Manager
-t-’) AL % Licensing

“H Paink A0 Wwindows Catalag @ Local Security Policy

& Windows Lipdate il Manage Your Server
Eﬂ"l Snagit 9 Editar @ Accessories » @ Microsoft .MET Framework 1.1 Configuration
2 : & Administrati % Microsoft (MET Framework 1.1 Wizards
E% Snagit 9 @ Snagit 9 ¥ g Metwork Load Balancing Manager

I Startup v B Performance
\% Configure ‘our  —

Wizard & Internet Explorer [ Remote Desktops
P 5] Cutlank Express E Routing and Remate Access
Al Erograms . Pemote Assistance % SErvices
1@ Terminal Server Licensing
Log @ Terminal Services Configuration

Id;'Start J @ é ] F Tetminal Servicas Manager

Go to “Properties” under IIS websites as shown below.
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T Internet Information Services {IIS) Manager

i':! File  Action Yiew ‘Window Help

¢ D@ XEAB[@[2]> 8
fj Internet Information Services | Mame | Path
E...g! D-TESTZ003 (local compute [ ] index. el

=1+ weh Sites :

Explore
Open
Permissions
Browse

Statk
Stop
Pause

Bew 3
All Tasks 3

Wiew 3
Mew \Window From Here

Delete
Rename
Refresh
Export List. ..

|

|
|Opens property sheet for the cur M

Help

Go to “Web Site” tab, click on “Advanced” next to IP address.
2l

¥g Ele At

M Clocuments | Direckory Securiky | HTTP Headers I Cuskorn Errors I

& = | |E Web Site | Perfarmance I I3API Filters | Home Directary

ij Internet Inform ~Web site identification ——

E|--!§! D'TESTZUU_ Description: |www.dragnnwaf.cnm _-"‘-.b ‘
=) Web Sl

IP address: | (Al Unassigned) o

TCP port: I &0 S5L pork:
[ Connections

Copnection timeout; I 120  seconds

¥ Enable HTTP Keep-Alives

—Iv Enable logging

Active log Format:

IWSC Extended Log File Format j Properties... |

’7 K Cancel Lpply Help
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Select “Default” identity, click on “Edit”.

Advanced Web Site Identification

—Muttiple identities For this Web site

Haost header value

Add,. Remove |I Edit... I

—Multiple 551 identities for this Wekb site

IP addrezs | S5L port
fidd, | Hemoyve | Editi. |
it | Cancel | Help |

Type in website domain on your IIS server to complete.

Add/Edit Web Site Identification x|
Dgldentiﬁcation
IP address: I {all Unassigned) j

TCP port: I a0
Host Header valus: I v, dragonwaf . com| I

O I Cancel | Help |
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DragonWAF Customer Support

The purchase of DragonWAF series products include one year full
license use and customer support by means of :

1. Telephone, fascimines and email consulting

2. Module update service

Please contact us for product support when you encounter any
questions during the use of DragonWAF. DragonSoft Service
department is standing by to handle your questions :
Customer Service Line : +886-(2)-25077677

Facsimiles : +886-(2)-25010035

Customer Service email : dragonwaf en@dragonsoft.com

2007

L3 IT
S M Q)

CHEICE CHIICE

2005 Institute For Info Security
Conmeetimes Information Defense-in-Depth
ik s Y Development Alliance

DragonWAF™ is a registered trade mark of DragonSoft Security Associates. Other
products and names are DragonSoft’s trade marks and properties. This computer program is
protected by copyright law and international treaties. Unauthorized reproduction or
distribution of this program, or any portion of it, may result in severe civil and criminal
penalties, and will be prosecuted to the maximum extent possible under the law.
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